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FingerprintingActivity
▼

Definition of fingerprinting behavior by FPD module.

BrowserProperties ▼

Fingerprinting methods based on simple information gathering by accessing certain APIs.

NavigatorBasic ▼

Basic information about browser and system.

NavigatorHardware ▼

Hardware information about device.

LocalizationInfo ▼

Localization details and keyboard layout.

ScreenInfo ▼

Information about screen and its properties.

WindowInfo ▼

Information about screen from root Window object.

StorageInfo ▼

Availability of WebStorage technology.

TimeInfo ▼

Information about exact time values.

AlgorithmicMethods ▼

Fingerprinting methods based on specific procedures, calculations or processing.

FontsEnumFingerprint ▼

System fonts enumeration techniques.

CanvasFingerprint ▼

Extraction of rendered image from 2D canvas.

Show detailsExport full FPD Report as JSONTrack calling scripts
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WebGLFingerprint ▼

Extraction of rendered image from WebGL canvas.

CrawlFpInspector ▼

APIs often abused for fingerprinting according to FP-Inspector study.
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